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A B S T R A C T

The rapid digitization and digitalization of services, along with extensive use of personal data across public and 
private sectors, have raised concerns about personal data protection and privacy. In response, like other coun
tries, Tanzania enacted the Personal Data Protection Act (PDPA), Cap. 44 of 2022, and its associated regulations. 
While these instruments establish a legal framework for data protection, their effectiveness depends on orga
nizations’ readiness to implement and comply with them. This study assesses organizational readiness and 
compliance with the PDPA, identifies key implementation challenges, and proposes measures to strengthen 
personal data protection practices in Tanzania. A pragmatic mixed-methods design guided by institutional theory 
was employed, with data collected from 232 organizations using a structured electronic questionnaire. Quan
titative items assessed five readiness dimensions - awareness, internal policies, staff training, technical infra
structure, and management support. Meanwhile, open-ended questions examined implementation challenges and 
solutions. Quantitative data were analyzed using Partial Least Squares Structural Equation Modelling (PLS-SEM), 
and revealed that all five readiness dimensions were positively and significantly associated with compliance, 
with technical resources (β = 0.412) being the strongest predictor. Qualitative responses were thematically 
analyzed using NVivo v14, with results corroborating the quantitative findings and revealing deeper barriers, 
including limited awareness and capacity, and regulatory challenges. Integrated findings indicate that while 
larger organizations demonstrate basic preparedness, SMEs and NGOs face systemic capacity limitations. Overall, 
the study highlights the need for strengthened institutional capacity and a compliance-oriented culture, and 
provides evidence-based recommendations to support effective implementation of the legislation.

1. Introduction

The rapid expansion of data-driven technologies and digital services 
has led to an unprecedented increase in the collection, storage, and 
sharing of personal data [1]. While these developments support inno
vation, economic growth, and improved service delivery, they also 
heighten concerns about privacy risks, data misuse, and information 
security [2]. The growing reliance on technologies such as artificial in
telligence (AI), cloud computing, smart cities, big data analytics, and the 
Internet of Things (IoT) has further amplified these concerns by 
increasing the scale, complexity, and interconnectedness of personal 

data processing activities. Consequently, personal data protection and 
privacy have emerged as critical governance and regulatory issues, 
requiring both robust legal frameworks and effective organizational 
implementation mechanisms.

In response to these challenges, many jurisdictions have enacted 
personal data protection laws to regulate the processing of personal data 
and ensure accountability among data controllers and processors [3,4]. 
Notable regulatory frameworks, including the European Union’s Gen
eral Data Protection Regulation (GDPR), California’s Consumer Privacy 
Act (CCPA), and Brazil’s Lei Geral de Proteção de Dados (LGPD), have 
set standards for lawful processing, transparency, consent, and 
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cross-border data transfers [5,6]. Similarly, within Africa, the African 
Union Convention on Cyber Security and Personal Data Protection 
(Malabo Convention) and national laws in countries such as South Af
rica, Nigeria, and Kenya reflect a broader continental commitment to 
privacy and data protection. In 2022, Tanzania joined this regulatory 
trajectory by enacting the Personal Data Protection Act (PDPA), Cap. 44, 
which imposes legal obligations on both public and private organiza
tions to process personal data lawfully, fairly, transparently, and 
securely.

Despite the proliferation of data protection legislation, organiza
tional compliance remains a persistent challenge globally [7,8]. Orga
nizations often face difficulties in operationalizing legal requirements 
due to limited awareness of regulatory obligations, inadequate internal 
policies and governance structures, insufficient staff training, con
strained technical and financial resources, weak enforcement mecha
nisms, and regulatory ambiguities [9–11]. These challenges suggest that 
the effectiveness of data protection laws depends not only on their legal 
design but also on the level of organizational readiness to implement and 
sustain compliance measures.

In Tanzania, where the legislative framework for personal data 
protection is relatively new [12,13], the extent to which organizations 
are prepared to meet the PDPA’s legal and operational requirements 
remains largely unclear. While the Act establishes comprehensive obli
gations, there is limited empirical evidence on whether organizations 
possess the necessary awareness, internal policies, technical infrastruc
ture, trained personnel, and management support to implement these 
requirements. This knowledge gap presents a significant policy and 
operational challenge. Without empirical insight into organizational 
readiness, regulators may struggle to design effective enforcement and 
support mechanisms, while organizations may lack guidance on where 
to prioritize compliance investments. Existing studies on data protection 
in Tanzania have largely focused on policy analysis and legal frame
works, offering limited evidence on how organizational readiness 
translates into actual compliance practices.

This study addresses this gap by assessing organizational readiness 
for PDPA compliance in Tanzania, examining key readiness dimensions, 
identifying barriers to effective implementation, and proposing action
able insights to strengthen personal data protection practices. Guided by 
institutional theory, the study examines how awareness, internal pol
icies, staff training, technical resources, and management support in
fluence compliance behaviour. In addition, it explores organizational 
challenges and practical solutions through qualitative analysis. By 
integrating quantitative and qualitative evidence, the study provides 
context-specific insights to support regulators, policymakers, and orga
nizations in strengthening PDPA implementation and advancing 
responsible data governance in Tanzania. In doing so, this study con
tributes to the broader discourse on regulatory compliance, institutional 
capacity building, and accountable data governance in emerging data 
protection regimes.

The contributions of this study are threefold. First, it provides one of 
the earliest large-scale empirical assessments of organizational readiness 
for compliance with Tanzania’s personal data protection legislation, 
offering timely evidence during the PDPA’s early implementation. Sec
ond, it operationalizes organizational readiness across key dimensions: 
awareness, internal policies, staff training, technical resources, and 
management support, and empirically examines their effects on 
compliance using a mixed methods approach, thereby extending the 
literature beyond predominantly normative and legal analyses. Third, 
the study offers context-specific evidence on structural and institutional 
barriers to compliance across different organizational types, particularly 
SMEs and NGOs, informing targeted regulatory enforcement, capacity- 
building, and policy interventions in emerging data protection regimes.

The remainder of this study is structured as follows: Section 2 pre
sents a review of relevant literature. Section 3 describes the research 
methods. Section 4 provides the findings and analysis. Section 5 dis
cusses the results and their applicability to the Tanzanian context. 

Finally, Section 6 presents a conclusion and recommendations.

2. Literature review

2.1. Theoretical framework

This study is grounded in institutional theory, which provides a 
robust lens for examining how organizations respond to regulatory de
mands within their legal, social, and normative environments [14]. 
Unlike technology or efficiency-oriented theories, institutional theory 
explains compliance behaviour as a function of external pressures and 
internalized organizational practices shaped by formal rules, social ex
pectations, and shared beliefs.

Institutional theory conceptualizes organizational behaviour 
through three interrelated pillars: regulative, normative, and cultural- 
cognitive [15]. The regulative pillar captures formal laws, enforce
ment mechanisms, and sanctions that compel compliance. This study 
encompasses the PDPA and the oversight role of regulatory authorities. 
The normative pillar reflects organizational norms, professional stan
dards, internal policies, and governance structures that define appro
priate conduct. The cultural-cognitive pillar relates to shared 
understandings, values, and taken-for-granted practices that shape how 
individuals perceive and enact compliance in daily operations.

While the regulative pillar is central due to the legal focus of this 
study, the normative and cultural-cognitive pillars remain essential for 
understanding how compliance is enacted in practice through organi
zational norms, leadership support, staff training, and shared in
terpretations of data protection responsibilities. Together, these pillars 
explain how organizations translate external legal requirements into 
internal readiness and sustained compliance behaviour.

2.2. Empirical literature review

2.2.1. Influence of organizational readiness on compliance with personal 
data protection legislation

A substantial body of empirical literature identifies organizational 
readiness as a critical determinant of compliance with personal data 
protection legislation. Across jurisdictions and sectors, studies consis
tently show that organizations with higher levels of preparedness 
demonstrate stronger compliance outcomes, while inadequate readiness 
contributes to reactive, fragmented, and superficial compliance efforts 
[16].

Organizational readiness is widely conceptualized as a multidimen
sional construct encompassing awareness of legal requirements, internal 
policies, staff training, technical infrastructure, governance capacity, 
and resource allocation [16–19]. Technological readiness includes 
secure IT systems, encryption, access controls, and monitoring tools that 
enable organizations to operationalize legal requirements [17]. Human 
readiness reflects staff awareness, skills, and training, which shape the 
organization’s ability to interpret and apply regulatory obligations [18]. 
Strategic and financial readiness support the alignment of compliance 
activities with organizational objectives and resource planning [19].

Empirical evidence from both conceptual and applied studies re
inforces the importance of these dimensions. Studies in Nigeria and 
other developing contexts highlight the absence of automated compli
ance systems and proactive risk management mechanisms, resulting in 
largely reactive compliance approaches [20]. Cross-national research 
further shows that embedding privacy engineering practices and culti
vating a structured privacy-oriented culture significantly strengthens 
organizational readiness [21]. However, several studies caution that 
readiness is often uneven across sectors and organizations, with formal 
compliance structures existing without deep institutionalization [22].

Qualitative and conceptual research across African and global con
texts emphasizes the role of internal policies, staff training, governance 
structures, and privacy-by-design practices in sustaining compliance 
[23,24]. Organizations that integrate data protection into operational 
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workflows, supported by internal policies and technological upgrades, 
tend to achieve more consistent compliance outcomes [25,26]. 
Large-scale benchmarking studies further demonstrate that investment 
in data privacy programmes is associated with improved regulatory 
compliance, operational efficiency, and organizational resilience [27].

Leadership and governance structures emerge as key enablers of 
readiness. Multi-case and industry-focused studies show that organiza
tions with dedicated privacy teams, clearly defined data stewardship 
roles, and enterprise-wide governance frameworks exhibit stronger 
compliance postures [28]. However, research also cautions that finan
cial and technical investments alone are insufficient without institu
tional capacity building, role clarity, and organizational accountability 
[28]. Sectoral variations further influence readiness practices, with in
dustries such as digital commerce and insurance prioritizing consent 
management, audits, and role-specific protocols to ensure compliance 
[26,28].

Broader readiness frameworks reinforce these findings by demon
strating that effective data governance, cross-functional collaboration, 
and legal literacy are essential for regulatory adherence [18,29]. High 
organizational readiness enables proactive compliance practices, while 
low readiness leads to misinterpretation of legal requirements, technical 
vulnerabilities, and delayed incident responses [30,31]. SMEs are 
particularly vulnerable due to limited resources and expertise, whereas 
larger organizations tend to maintain more structured compliance pro
grammes [31].

Despite extensive international evidence, there remains a need for 
context-specific analysis in Tanzania, where the PDPA is newly enacted, 
and unique regulatory, infrastructural, and institutional conditions 
shape organizational readiness.

2.2.2. Challenges faced by business organizations in complying with data 
protection laws

The literature identifies a consistent set of challenges that hinder 
effective compliance with personal data protection legislation. These 
challenges span financial, technical, organizational, legal, and 
governance-related dimensions.

Resource constraints are among the most frequently cited barriers. 
Studies consistently report that high compliance costs, limited access to 
technology, and inadequate financial capacity restrict organizations’ 
ability to implement required safeguards, particularly among SMEs [9,
32]. Limited awareness and legal literacy further exacerbate these 
challenges, leading to partial or incorrect implementation of regulatory 
requirements [9,32].

Regulatory complexity and ambiguity also impede compliance. 
Empirical studies highlight difficulties in translating abstract legal pro
visions into operational routines, particularly in environments where 
legislation is evolving or lacks detailed implementation guidance [33]. 
Fragmented data governance structures, siloed systems, and unclear 
accountability mechanisms further increase compliance risks and 
operational inefficiencies [3].

Technical vulnerabilities, including insecure cloud environments, 
outdated infrastructure, and weak cybersecurity controls, are widely 
documented across sectors and regions [4,34–37]. Organizations oper
ating across jurisdictions face additional challenges arising from regu
latory fragmentation and conflicting legal requirements [38,39]. 
Governance and leadership misalignment further constrain compliance, 
particularly when innovation objectives conflict with regulatory obli
gations or when institutional support is weak [40,41].

In African and developing country contexts, limited institutional 
capacity, weak enforcement mechanisms, and low regulatory awareness 
intensify these challenges [40,41]. These constraints underscore the 
importance of empirical research that captures how such barriers 
manifest within specific national and organizational contexts, including 
Tanzania.

2.2.3. Strategies and solutions for enhancing compliance
The literature proposes a range of integrated strategies to strengthen 

compliance with data protection legislation. These strategies combine 
technological, organizational, and policy-oriented interventions [22,42,
43].

Technological solutions include automated compliance monitoring 
systems, privacy-preserving technologies, encryption, access controls, 
and AI-driven risk detection tools that enhance regulatory visibility and 
operational efficiency [20,21,44–46]. Organizational strategies 
emphasize staff training, internal audits, privacy-by-design frameworks, 
and the institutionalization of compliance roles such as Data Protection 
Officers (DPO) [22,25].

Policy and governance-focused solutions stress the importance of 
sector-specific guidelines, harmonized regulatory frameworks, pub
lic–private partnerships, and institutional capacity building, particularly 
in low-resource contexts [23,24,38]. Financial and incentive-based in
terventions, including subsidized training and targeted support for 
SMEs, are also identified as critical enablers of compliance [47].

Collectively, these studies suggest that effective compliance requires 
a multi-layered approach that aligns legal mandates with organizational 
capacity, technological infrastructure, and cultural change. However, 
empirical evidence on how these strategies can be contextualized and 
implemented within Tanzania remains limited.

2.3. Literature gap

Recent research on personal data protection increasingly frames 
compliance as an organisational capability rather than a purely legal or 
technical issue. Empirical studies emphasise that compliance outcomes 
are shaped by the interaction of organisational awareness, governance 
structures, staff capacity, and technical resources, often examined 
through analytical or model-based approaches. This body of work 
highlights that regulatory adoption alone is insufficient unless organi
sations possess the internal readiness required to operationalise data 
protection requirements in practice. However, empirical evidence from 
low- and middle-income countries remains limited, particularly studies 
that formally assess readiness–compliance relationships within newly 
established regulatory environments. Most studies rely on conceptual 
models or single-method designs and offer limited insight into the pre
dictive relationships between readiness and compliance outcomes.

In Tanzania, where personal data protection legislation is relatively 
new, empirical evidence on organizational readiness and compliance 
remains scarce. This gap is significant, as understanding how readiness 
factors operate within the local institutional context is essential for 
designing effective regulatory strategies and organizational 
interventions.

2.4. Conceptual framework

Guided by institutional theory, this study proposes a conceptual 
framework (Fig. 1) that links organizational readiness dimensions to 
compliance with the personal data protection legislation. Compliance is 
treated as the dependent variable, reflecting the extent to which orga
nizations have taken concrete steps to meet legal obligations under the 
PDPA. Five independent variables represent key readiness dimensions: 
awareness of legal requirements, internal data protection policies, staff 
training, technical resources, and management support.

Each readiness dimension reflects institutional pressures that shape 
compliance behaviour. Awareness reflects regulative pressures, internal 
policies and management support reflect normative pressures, and staff 
training reflects cultural-cognitive processes, while technical resources 
enable the operationalization of compliance across pillars. The frame
work provides a structured basis for empirical testing using PLS-SEM 
and supports analysis of how institutional readiness translates into 
compliance within Tanzanian organizations.
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3. Methods

3.1. Study philosophy

This study was guided by a pragmatic research philosophy, which 
prioritizes methods best suited to addressing the research problem. 
Pragmatism recognizes that no single method is sufficient to capture the 
complexity of real-world issues such as data protection compliance, 
especially in diverse organizational settings [48].

3.2. Study approach

A mixed-methods approach was adopted to collect both numerical 
and descriptive data. This approach was chosen to provide a more 
comprehensive understanding of organizations’ readiness to comply 
with personal data protection legislation. Quantitative data were used to 
measure key factors, including awareness levels, the presence of internal 
data protection policies, technical resources, staff training, and man
agement support. Similarly, qualitative data were used to explore the 
contextual realities behind those factors, including challenges and so
lutions to compliance. The use of mixed methods allowed for both 
breadth and depth in the analysis and interpretation [49].

3.3. Study design

A cross-sectional study design was used, with data collected at a 
single point in time [50]. Both quantitative and qualitative data were 
collected through a structured questionnaire that included closed-ended 
items for quantitative responses and open-ended questions to capture 
narrative insights. The integration of both data types within the same 
tool enabled a unified, efficient data collection process. This design 
supported a comprehensive assessment of organizational readiness by 
examining not only statistical trends but also respondents’ underlying 
experiences and concerns regarding data protection compliance.

3.4. Study population and setting

The study focused on organizations operating in Tanzania, selected 

from both the public and private sectors. This inclusive approach 
recognized that data protection obligations under the personal data 
protection legislation apply to all entities, regardless of ownership 
structure, that collect, process, or store personal data. The study 
included small, medium, and large organizations across key sectors such 
as finance, education, agriculture, healthcare, manufacturing, media, 
hospitality, and tourism, all of which are data-intensive.

3.5. Sampling strategy

The sample frame was primarily drawn from the database of regis
tered data controllers and data processors maintained by the Personal 
Data Protection Commission (PDPC). This ensured that the organiza
tions selected for the study had formal recognition of their role in 
handling personal data and were therefore directly relevant to the 
study’s objectives.

The sample size for this study was determined using the Yamane 
formula for sample size calculation from a known population, assuming 
a 95 % confidence level and a 5 % margin of error [51]. Based on an 
estimated total of 9000 registered organizations in Tanzania that collect 
and process personal data, the resulting sample size was approximately 
370. Within each selected organization, one DPO was purposively 
selected as a study respondent. However, the final analytical sample 
comprised 232 completed responses, yielding a response rate of 62.7 %. 
The lower response rate was primarily attributable to non-response and 
partial survey attrition, which are common in organizational surveys, 
particularly in newly regulated environments where compliance roles 
are still emerging. Competing organizational priorities and varying 
levels of familiarity with the Personal Data Protection Act also 
contributed to differential participation across organizations.

While lower than the initial target, this sample size was considered 
adequate for the planned analysis. Partial Least Squares Structural 
Equation Modelling (PLS-SEM) is suitable for moderate sample sizes and 
emphasises predictive accuracy rather than strict distributional as
sumptions. Following established guidance, the achieved sample 
exceeded the minimum requirements for estimating the specified model 
and provided sufficient statistical power for hypothesis testing. The 
reduced sample size is acknowledged as a limitation, but it does not 

Fig. 1. Conceptual framework guiding the study (authors’ work).
Source: Authors’ work.
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compromise the robustness of the analytical approach employed.
To assess the potential influence of non-response bias, early and late 

responses were compared across key organizational characteristics, 
including size, sector, and ownership type. No substantial differences 
were observed between early and late respondents, suggesting that non- 
response bias was unlikely to systematically distort the findings. 
Nevertheless, the possibility of residual non-response effects cannot be 
entirely excluded and is acknowledged in the limitations section.

3.6. Data collection tools

A structured questionnaire was designed to collect quantitative data 
on key areas, including the organizational profile (such as size, owner
ship, and sector), compliance, awareness of personal data protection 
legislation and its requirements, the existence of internal policies, staff 
training, availability of technical resources, and management support. 
In addition, two open-ended questions were included to capture re
spondents’ qualitative insights on compliance challenges and solutions.

The questionnaire was administered electronically via Google Forms, 
enabling broad distribution and convenient access for respondents 
across different regions and sectors. Before full deployment, the in
strument was pretested with a purposive sample of eight participants 
representing various organizational types and roles. The pretest aimed 
to assess the clarity, relevance, and contextual appropriateness of the 
items in Tanzania's business environment. Feedback from this process 
informed minor adjustments to wording and structure, thereby 
enhancing the instrument's reliability and validity.

3.7. Operationalization of variables

This study includes one dependent variable, compliance with legis
lation, and five independent variables representing organizational 
readiness. These were measured using structured items from the ques
tionnaire, including binary, categorical, and Likert-scale formats. The 
dependent variable (compliance) was assessed by asking respondents to 
rate their organization’s preparedness to comply with the legislation, 
using a five-point Likert scale from “Strongly Agree” to “Strongly 
Disagree.”

The independent variables include awareness of legal requirements 
(familiarity and understanding of the law); presence of internal data 
protection policies (whether such policies exist within the organization); 
staff training (whether any employees have received relevant training); 
and availability of technical resources (staffing and ICT infrastructure) 
and management support. Table 1 summarizes the operationalization of 
the variables.

3.8. Data analysis

Data analysis followed a convergent mixed-methods approach, 
where quantitative and qualitative data were analyzed separately and 
then integrated during interpretation.

3.8.1. Quantitative data analysis
Quantitative data analysis followed a structured approach, begin

ning with data cleaning and descriptive statistics and proceeding to 
inferential analysis. Data from the Google Form were exported into 
Microsoft Excel, where cleaning and coding were done before exporting 
the dataset to SMARTPLS4 for PLS-SEM analysis. Partial Least Squares 
Structural Equation Modelling (PLS-SEM) was employed because it is 
more suitable than Covariance-Based SEM (CB-SEM) for studies that 
emphasize prediction and theory development rather than model fit 
testing. In this study, the aim was to assess how organizational readiness 
dimensions predict compliance, not to confirm an established theoret
ical model. PLS-SEM is advantageous in such contexts, as it performs 
well with moderate sample sizes, reflective indicators, and data that may 
deviate from normality. It also provides greater statistical power for 

estimating direct relationships among constructs, making it appropriate 
for examining readiness–compliance relationships in emerging research 
settings, such as data protection compliance in Tanzania.

Descriptive statistics, including frequencies, percentages, means, and 
standard deviations, were computed to summarize the characteristics of 
the organizations and responses to key variables such as awareness, 
policy presence, training, and perceived compliance.

Inferential statistics was done to examine the relationships among 
the variables. The analysis involved estimating path coefficients be
tween the five independent variables and the dependent variable. To test 
the strength and significance of these relationships, bootstrapping with 
5000 resamples was employed, with statistical significance set at p <
0.05. In addition, the coefficient of determination (R²) was used to assess 
the model’s explanatory power in accounting for variance in organiza
tional compliance. In addition to assessing the coefficient of determi
nation (R²), model robustness and predictive validity were evaluated 
using the Q² test through the blindfolding procedure and the PLSpredict 
technique in SmartPLS. Positive Q² values indicate predictive relevance, 
while PLSpredict compares the PLS-SEM model’s predictive perfor
mance against a linear regression benchmark to confirm out-of-sample 
accuracy.

3.8.2. Qualitative data analysis
Qualitative data derived from the open-ended responses in the 

questionnaire were analyzed thematically using the six-phase approach 
outlined by Braun and Clarke [52], supported by NVivo version 14 for 
data management and coding. The analysis began with a process of 
familiarization, in which the researchers read all responses multiple 
times to immerse themselves in the content and gain a comprehensive 
understanding of respondents’ perspectives on data protection compli
ance. Initial impressions and potential patterns were noted to guide 
subsequent analysis.

Following this, the data were coded inductively, allowing themes to 
emerge naturally from the responses without applying pre-existing 
theoretical categories. Two independent researchers conducted the 
initial coding separately to enhance analytical rigour and reduce bias. 

Table 1 
Operationalization of variables.

Variable Description Type Measurement 
approach

Compliance Organizational 
preparedness to 
comply with the 
legislation

Dependent 1= Strongly Agree, 
2= Agree, 3=
Neutral, 4= Disagree, 
5= Strongly Disagree

Awareness Knowledge and 
understanding of the 
data protection 
legislation

Independent 1= Strongly Agree, 
2= Agree, 3=
Neutral, 4= Disagree, 
5= Strongly Disagree

Technical 
resources

Availability of ICT 
infrastructure

Independent 1= Strongly Agree, 
2= Agree, 3=
Neutral, 4= Disagree, 
5= Strongly Disagree

Internal data 
protection 
policy

Existence of formal 
written data protection 
policies

Independent Binary (Yes/No) 
1= Strongly Agree, 
2= Agree, 3=
Neutral, 4= Disagree, 
5= Strongly Disagree

Staff training Whether staff have 
received training on 
data protection

Independent Binary (Yes/No) 
1= Strongly Agree, 
2= Agree, 3=
Neutral, 4= Disagree, 
5= Strongly Disagree

Management 
support

Whether an 
organizational 
management supports 
data protection 
compliance

Independent 1= Strongly Agree, 
2= Agree, 3=
Neutral, 4= Disagree, 
5= Strongly Disagree

Source: Authors’ work.
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The coding process involved systematically identifying and labelling 
meaningful data segments that related to key issues such as organiza
tional capacity, regulatory uncertainty, and compliance behaviour. Any 
discrepancies between the researchers’ codes were resolved through 
discussion and consensus.

After generating initial codes, related codes were grouped into 
broader candidate themes based on shared meaning and conceptual 
coherence. The themes were iteratively reviewed and refined to ensure 
internal consistency and distinctiveness across the dataset. Some pre
liminary themes were merged, redefined, or excluded based on their 
relevance and strength to responses.

The final themes were then clearly defined and named to capture 
their central meaning. In some cases, sub-themes were identified to 
capture more specific dimensions within a broader thematic category. 
This process allowed for a detailed interpretation that accounted for 
variations in respondents’ experiences across different organizational 
types and contexts. Verbatim excerpts from participants were selected to 
illustrate and support each theme, ensuring that the analysis remained 
grounded in the data and reflected participants’ authentic responses.

Throughout the process, care was taken to ensure the analysis’s 
trustworthiness. This was achieved through investigator triangulation, 
audit trails within NVivo, and collaborative discussions to resolve dif
ferences in interpretation. Thematic saturation was considered reached 
when no new themes or concepts emerged during the later stages of 
coding and review. The resulting thematic analysis not only enriched the 
interpretation of the quantitative findings but also provided more pro
found insights into the organizational, technical, and regulatory dy
namics shaping data protection compliance in Tanzania.

3.9. Integration of quantitative and qualitative data

After separate analyses, findings from the quantitative and qualita
tive components were compared and integrated during the interpreta
tion phase using triangulation. Points of convergence, divergence, and 
complementarity were identified to provide a holistic understanding of 
organizational readiness.

3.10. Reliability and validity

To ensure the rigour and credibility of the findings, both reliability 
and validity of the measurement model were thoroughly assessed as part 
of the PLS-SEM procedure. Internal consistency reliability was evaluated 
using Cronbach’s alpha and Composite Reliability (CR). A threshold 
value of 0.70 or higher was used to indicate acceptable reliability for 
both measures, confirming that the items within each construct consis
tently measure the same underlying concept [53].

Convergent validity was assessed using the Average Variance 
Extracted (AVE). An AVE of 0.50 or higher was considered sufficient to 
demonstrate that each latent construct accounted for the majority of the 
variance in its indicators. Constructs that met both the CR and AVE 
criteria were considered to exhibit strong internal validity. Discriminant 
validity was evaluated using the Heterotrait-Monotrait (HTMT) ratio. 
The HTMT ratio was used as a more stringent test, with values below 
0.85 indicating adequate discriminant validity.

Additionally, multicollinearity diagnostics were performed to assess 
the degree of redundancy among predictor variables. Variance Inflation 
Factor (VIF) values were calculated for each independent variable in the 
model. VIF values below 5.0 were considered acceptable, indicating that 
multicollinearity was not a concern and that each construct contributed 
uniquely to the explanation of the dependent variable. This diagnostic 
ensured that the estimated path coefficients were stable and 
interpretable.

3.11. Ethical considerations

Informed consent was obtained from all participants before their 

involvement in the study. Each participant was provided with detailed 
information about the study’s purpose. Participation in the study was 
entirely voluntary. This ensured that participants made fully informed, 
autonomous decisions about their involvement.

4. Results

4.1. Profile of respondent organizations

A total of 232 organizations participated in the study, yielding a 
response rate of approximately 62.7 % based on the initially targeted 
sample size of 370. The respondents represented a diverse mix of 
ownership types, organizational sizes, sectors, and experiences with 
handling personal data. Of the participating organizations, 148 (63.8 %) 
were from the private sector, 46 (19.8 %) from the public sector, and 33 
(14.2 %) were NGOs. Faith-based organizations (FBOs) and other en
tities such as diplomatic missions and mixed-ownership institutions 
accounted for the remaining small fraction, with 2 FBOs (0.9 %) and 3 
(1.3 %) in other categories.

In terms of organizational size, participation was relatively balanced 
across all four major categories. Large organizations (250+ employees) 
accounted for 22.4 % (n = 52) of the sample, while medium-sized en
terprises (50–249 employees) accounted for 25.9 % (n = 60). Small 
enterprises (10–49 employees) represented the largest group at 26.7 % 
(n = 62), followed closely by micro-enterprises (1–9 employees), which 
comprised 25.0 % (n = 58) of the sample.

The organizations represented a wide array of sectors, with notable 
concentrations in finance (12.1 %), education (10.3 %), technology (8.6 
%), and hospitality and tourism (8.2 %). Other participating sectors 
included healthcare (6.5 %), agriculture (6.5 %), manufacturing (5.2 %), 
media (2.2 %), retail and e-commerce (1.7 %), transportation (1.7 %), 
legal services, construction, energy, real estate, consultancy, insurance, 
and public utilities, among many others (37 %). This diversity ensured a 
comprehensive view of readiness and compliance across Tanzania’s 
data-relevant sectors.

In assessing organizational experience with handling personal data, 
the majority of respondents demonstrated substantial engagement. Out 
of the 232 organizations surveyed, 45.3 % (n = 105) reported having 
more than five years of experience managing personal data. This in
dicates a relatively high level of operational maturity in data governance 
among many participating entities. A further 9.9 % (n = 23) had expe
rience ranging from four to five years, while 10.3 % (n = 24) reported 
two to three years of experience. Collectively, these figures suggest that 
65.5 % (n = 152) of the organizations had been handling personal data 
for at least two years. Conversely, 25.0 % (n = 58) of the organizations 
had been involved in personal data handling for less than one year, and 
an additional 9.5 % (n = 22) reported exactly one year of experience. 
These findings highlight a spectrum of data protection experience, 
ranging from long-established practices in some institutions to more 
recent engagements, particularly among organizations responding to the 
enactment of Tanzania’s personal data protection legislation.

4.2. Measurement model assessment

The reliability and validity of the measurement model were evalu
ated to ensure the robustness of the constructs used in the structural 
equation model. The analysis revealed that all latent variables met the 
recommended thresholds for internal consistency, convergent validity, 
and discriminant validity. Specifically, the factor loadings for all in
dicators ranged from 0.780 to 0.963, exceeding the acceptable minimum 
of 0.70, indicating strong indicator reliability. The AVE values ranged 
from 0.692 for management support to 0.916 for compliance, demon
strating sufficient convergent validity across all constructs.

Composite reliability values were also satisfactory, ranging from 
0.916 to 0.970, while Cronbach’s alpha values varied between 0.855 
and 0.970. These results indicate that the constructs exhibit high 
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internal consistency and reliability. Discriminant validity was confirmed 
using the HTMT ratio, with all values falling below the recommended 
threshold of 0.85. Furthermore, multicollinearity diagnostics using VIF 
values showed that all indicators had VIF values below 5.0, indicating no 
multicollinearity issues. The maximum VIF observed was 4.016, well 
within acceptable limits. A summary of the measurement model 
assessment is presented in Table 3.

4.3. Structural model results

The structural model was assessed to evaluate the hypothesized re
lationships between the organizational readiness constructs and 
compliance with the legislation. The results of the path model analysis, 
including standardized path coefficients, T-statistics, and p-values, are 
illustrated in Fig. 2 and summarized in Table 2. The model exhibited 
strong explanatory power, accounting for 74 % of the variance in the 
dependent variable, compliance (R² = 0.740).

The path coefficients indicated significant, positive relationships 
between all five independent variables and compliance. Specifically, 
technical resources (TR → CO) had the most substantial effect with a 
path coefficient of 0.412 (T = 11.958, p < 0.001), followed closely by 
awareness (AW → CO) at 0.405 (T = 13.449, p < 0.001) and staff 
training (ST → CO) at 0.400 (T = 12.902, p < 0.000). Internal data 
protection policy (IP → CO) also demonstrated a significant positive 
effect, with a coefficient of 0.370 (T = 11.125, p < 0.000), while man
agement support (MS → CO) had the smallest but still significant effect 
at 0.292 (T = 9.806, p < 0.001). These results indicate that all proposed 
readiness factors contribute meaningfully to organizational compliance 
with the personal data protection legislation. Fig. 2 presents the struc
tural equation model.

To further assess the predictive validity of the structural model, the 
Q² test was performed using the blindfolding procedure in SmartPLS. 
The obtained Q² value for the compliance construct was 0.487, indi
cating substantial predictive relevance of the model. In addition, the 
PLSpredict procedure was applied to evaluate out-of-sample predictive 
performance. The results showed that the PLS-SEM model yielded lower 

root mean square errors (RMSEs) across all indicators than the linear 
regression benchmark, confirming its superior predictive accuracy. 
These findings collectively demonstrate that the model has strong pre
dictive capability and robust explanatory power for organizational 
compliance.

4.4. Thematic analysis of qualitative responses

4.4.1. Overview of emergent themes from open-ended responses
Thematic analysis was conducted on the responses related to chal

lenges in complying with personal data protection legislation, producing 
over 180 individual codes. These were inductively refined into sixteen 
sub-themes, which were grouped into four overarching thematic cate
gories: (1) awareness and capacity building, (2) governance and insti
tutional support, (3) resource and operational constraints, and (4) policy 
and regulatory barriers. These categories represent the most frequently 
cited areas of concern and are detailed in the next section. A summary 
table of the sub-themes and corresponding codes is presented in Ap
pendix A.

Thematic analysis of responses to challenges yielded over 200 indi
vidual codes. These were inductively refined into sixteen sub-themes, 
which were grouped into three overarching thematic categories: (1) 
awareness and capacity building, (2) governance and policy support, 
and (3) technical and security compliance measures. These categories 
represent the most frequently cited areas of concern and are detailed in 

Fig. 2. Structural equation model path diagram.

Table 2 
Summary of path model results.

Path Path Coefficients T statistics (|O/STDEV|) P-values

AW -> CO 0.405 13.449 0.001
IP -> CO 0.37 11.125 0.000
MS -> CO 0.292 9.806 0.001
ST -> CO 0.4 12.902 0.000
TR -> CO 0.412 11.958 0.001

Source: Authors’ work.

N. Nnko et al.                                                                                                                                                                                                                                   Telematics and Informatics Reports 21 (2026) 100299 

7 



the next section. A summary table of the sub-themes and frequency 
counts is presented in Appendix A, while a visual representation of 
commonly used terms is shown in the word cloud (Fig. 3).

4.4.2. Thematic categories
The qualitative data analysis was organized into two main compo

nents: challenges and solutions, as detailed in the following subsections.

4.4.2.1. Challenges. The thematic analysis revealed four principal cat
egories of challenges: (1) Awareness and Capacity Building, (2) Gover
nance and Institutional Support, (3) Resource and Operational 
Constraints, and (4) Policy and Regulatory Barriers.

Awareness and capacity building. The most prominent challenges re
ported centered around a general lack of awareness and limited capacity 
among staff and leadership. Many respondents indicated that their 
employees lacked even basic knowledge of data protection laws and 
were unaware of their specific responsibilities under the legislation. As 
one participant noted, “Our staff are not aware of what personal data 

protection actually requires.” Others highlighted the absence of structured 
training programs, especially for newly appointed DPOs, with one 
respondent stating, “As a DPO, I have never received any official training on 
what my duties entail.”

Furthermore, several respondents noted the lack of clear, accessible 
guidance on applying data protection practices in daily operations. For 
instance, one participant commented, “There is no manual or toolkit to 
help us interpret the law and implement it.” Related to this, respondents 
expressed uncertainty about the scope of compliance, noting that the 
law’s provisions were not sufficiently explained. One respondent 
observed, “We do not even know which data needs to be protected and 
how.”

Taken together, these responses indicate that limited awareness, lack 
of training, and uncertainty about compliance responsibilities are 
common across organizations, particularly among staff involved in 
operational data handling.

Governance and institutional support. A second cluster of responses 
pointed to governance-level weaknesses within organizations. 
Numerous respondents reported lacking the structural and leadership 
support needed to implement compliance measures effectively. Even 
where a DPO had been appointed, many noted that the role was un
supported, isolated, or sidelined. A respondent explained, “There is no 
coordinated effort, everyone is doing their own thing, and no one is backing 
the DPO”. Another added, “The DPO is left to figure everything out alone. 
There is no team, no collaboration”.

Leadership commitment was also called into question. Respondents 
noted that management often viewed data protection as an external 
obligation rather than a core organizational concern. One respondent 
shared, “My role is barely recognized. I am treated as an obstacle, not as 
someone fulfilling a legal mandate”.

Additionally, weak internal accountability and the absence of 
governance frameworks were cited as significant barriers. Organizations 
reported having no internal compliance structures, no monitoring, and 
no escalation mechanisms. As noted by one respondent, “There is no clear 
internal structure to oversee data privacy issues, so nothing moves forward”.

Participants’ accounts indicate limited internal coordination and 
leadership engagement in data protection activities, with compliance 
roles poorly integrated into existing governance structures. The isolation 
of DPOs and the absence of formal oversight mechanisms suggest that 

Table 3 
Summary of measurement model assessment results.

Latent variable Indicator Loading AVE Composite reliability Cronbach’s Alpha Discriminant Validity (<0.85) Maximum VIF

AW (Awareness) AW1 0.916 0.845 0.945 0.939 Yes 3.324
​ AW2 0.919 ​ ​ ​ ​ 3.845
​ AW3 0.919 ​ ​ ​ ​ 3.901
​ AW4 0.923 ​ ​ ​ ​ 3.995
TR (Technical Resources) TR1 0.932 0.845 0.96 0.939 Yes 3.735
​ TR2 0.922 ​ ​ ​ ​ 4.016
​ TR3 0.916 ​ ​ ​ ​ 3.8
​ TR4 0.908 ​ ​ ​ ​ 3.477
IP (Internal Data Protection Policy) IP1 0.925 0.833 0.947 0.933 Yes 3.533
​ IP2 0.916 ​ ​ ​ ​ 3.772
​ IP3 0.916 ​ ​ ​ ​ 3.512
​ IP4 0.893 ​ ​ ​ ​ 3.136
ST (Staff Training) ST1 0.927 0.846 0.96 0.94 Yes 3.693
​ ST2 0.925 ​ ​ ​ ​ 3.833
​ ST3 0.921 ​ ​ ​ ​ 4.006
​ ST4 0.907 ​ ​ ​ ​ 3.557
MS (Management Support) MS1 0.891 0.692 0.916 0.855 Yes 2.105
​ MS2 0.857 ​ ​ ​ ​ 2.08
​ MS3 0.796 ​ ​ ​ ​ 1.89
​ MS4 0.78 ​ ​ ​ ​ 1.827
CO (Compliance) CO1 0.963 0.916 0.97 0.97 Yes 3.584
​ CO2 0.959 ​ ​ ​ ​ 3.106
​ CO3 0.95 ​ ​ ​ ​ 3.97
​ CO4 0.958 ​ ​ ​ ​ 3.896

Source: Authors’ work.

Fig. 3. Word Cloud of commonly cited themes in compliance solutions.
Source: Generated by authors using NVivo 14 software from open-ended 
qualitative responses (2025).
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data protection responsibilities are not yet consistently embedded across 
organizational units.

Resource and operational constraints. A significant number of responses 
pointed to practical limitations tied to financial, human, and technical 
resources. High compliance costs, particularly training fees and regis
tration expenses, were widely reported. One participant wrote, “We 
cannot afford the training; the fees are too high for a small company like 
ours”. Other respondents mentioned a lack of allocated budget for data 
protection, even within government-affiliated entities.

On the technical side, many respondents described struggling with 
outdated IT infrastructure and a lack of cybersecurity tools. Several re
spondents stated that their systems lacked even basic protections such as 
encryption, secure storage, or access controls. “We do not have any digital 
safeguards; it is just basic Excel sheets and folders,” one respondent 
admitted.

Challenges also emerged around data governance processes. Re
spondents cited difficulties in maintaining consent records, document
ing data transfers, and tracking access logs. For instance, respondents 
explained, “Capturing, tracking, and updating user consent in compliance 
with data protection laws is challenging, especially when data is collected 
through various channels such as physical forms, digital platforms, and verbal 
agreements”. These issues were compounded by understaffing and a lack 
of in-house expertise.

The responses indicate that financial, technical, and human resource 
constraints limit organizations’ ability to consistently implement data 
protection measures. These constraints are reflected in reliance on 
manual processes, outdated systems, and limited internal expertise.

Policy and regulatory barriers. A common concern was the absence of 
clear internal policies and procedures to guide compliance with the 
legislation. Many respondents reported that they had not yet developed 
privacy policies, consent protocols, or breach response procedures. One 
respondent noted, “We do not have any internal documents or guidelines; 
everything is reactive”. Another added, “There is no formal data protection 
policy in place, so staff are unsure of what actions are appropriate or 
required”.

Participants’ responses suggest that unclear internal procedures and 
limited implementation guidance affect how organizations interpret and 
apply legislative requirements in practice. This contributes to compli
ance approaches that are primarily reactive rather than structured.

4.4.2.2. Solutions. Thematic analysis revealed a wide range of solutions 
organized into three categories: (1) Awareness and Capacity Building, 
(2) Governance and Policy Support, and (3) Technical and Security 
Compliance Measures.

Awareness and capacity building. The most frequently cited recommen
dation emphasized the need for widespread, continuous training. Some 
respondents stressed the importance of both initial and refresher ses
sions tailored to different organizational roles, as one respondent com
mented, “Training should be conducted every quarter.” At the same time, 
another noted, “We need more and regular awareness training”. Others 
demanded affordable training fees, as pointed out by one respondent: 
“Training fee for the DPOs is too high to encourage participation in 
PDP.”

There was also strong demand for stakeholder-specific awareness, 
particularly for top-level management. Respondents stated that sensi
tizing executive leaders would lead to better institutional support for 
compliance activities. One respondent advised, “Train the managers of 
organizations so they can be aware of the risks associated with data pro
tection”. Another respondent suggested, “PDPC to conduct awareness 
sessions with CEOs and share the role of DPOs and reporting structure”.

Some respondents also called for public-facing campaigns to improve 
general understanding of privacy rights and legal obligations. One 

comment read, “Public awareness is very important”, while another 
respondent emphasized, “Governments and organizations should invest in 
public education campaigns to raise awareness about data protection rights”.

Governance and policy support. Respondents emphasized the need for 
more explicit regulatory guidance and for PDPC to be more proactive. 
Many recommended issuing sector-specific compliance guidelines and 
simplified templates for key documents, such as privacy policies, con
sent forms, and breach reporting protocols. One suggestion read, 
“Develop simple guidelines for Civil Society Organization (CSOs) and small 
organizations,” and another elaborated, “PDPC should provide ready-to- 
use templates to help grassroots organizations save time and reduce legal 
complexity”.

There were also repeated calls for greater regulatory flexibility and 
responsiveness. For example, a respondent urged, “Have effective mech
anisms for approval for transfer of data outside… it is not practical to ask for 
approval every time,” while another respondent recommended, “Create a 
compliance incentive and engagement strategy”.

Technical and security compliance measures. Respondents proposed con
crete technical solutions and infrastructure improvements to support 
compliance. Recommendations included stronger cybersecurity prac
tices, automated data management tools, and privacy-by-design frame
works. One detailed response proposed the “implementation of 
encryption, access controls, and regular penetration testing”, while another 
emphasized “data mapping and inventory tools to maintain a live inventory 
of personal data”.

Several called for the provision of affordable or subsidized compli
ance tools for small organizations. One submission read, “The govern
ment should consider offering subsidized data protection software or 
facilitate partnerships with local tech firms”.

Respondents also requested practical mechanisms for incident 
management, including the development of formal data breach response 
plans, consent management platforms, and tools for handling data 
subject requests. One respondent proposed, “Deploy tools to automate 
responses to Data Subject Access Requests (DSARs)”, while another called 
for “clear procedures for handling data breaches, including notification 
timelines and mitigation steps”.

Several responses called for formalizing and recognizing the DPO 
role. Some advocated for certification programs and standardized 
training pathways. For instance, one respondent commented, “Special 
certification courses for DPOs like that of CPA(T),” while another 
respondent suggested, “Each DPO upon appointment must be trained by the 
agency itself first”.

4.5. Integration of quantitative and qualitative findings

Quantitative results identified key predictors of compliance, partic
ularly technical resources (β = 0.412), awareness (β = 0.405), and staff 
training (β = 0.400), while qualitative responses illuminated the un
derlying factors behind these relationships. For instance, lack of staff 
capacity and technical infrastructure reported qualitatively aligned with 
the statistical significance of those variables. Similarly, the importance 
of management support was reflected not only in quantitative modelling 
(β = 0.292) but also in respondents’ calls for top-level leadership 
engagement and policy guidance. Together, the findings revealed that 
while many organizations have foundational structures in place, deeper 
institutional and contextual gaps persist.

5. Discussion

This study examined organizational readiness for compliance with 
Tanzania’s PDPA, identified key barriers to implementation, and 
explored practical measures for strengthening compliance. The findings 
indicate that organizational readiness is significantly associated with 
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compliance, with all five examined readiness dimensions showing pos
itive effects. Technical resources, awareness, and staff training emerged 
as the strongest predictors, while internal data protection policies and 
management support exhibited comparatively weaker but still signifi
cant effects. At the same time, readiness levels varied across organiza
tional types, with SMEs and NGOs facing more pronounced constraints. 
These findings suggest that the effectiveness of the PDPA depends not 
only on the presence of a legal framework but also on the extent to which 
organizations possess the technical, human, and institutional capacity 
required to operationalize legal obligations.

5.1. Interpretation of findings

The results show that technical resources have the strongest associ
ation with compliance (β = 0.412). Within the institutional theory 
framework, this reflects the influence of the regulative pillar, which 
emphasizes formal rules and enforcement mechanisms, and the orga
nizational capacity to implement them through concrete systems and 
controls [15]. In the context of data protection, technical resources such 
as secure IT infrastructure, access controls, encryption, and data man
agement tools enable organizations to translate legal requirements into 
operational practices. This interpretation is consistent with empirical 
studies cited in the literature review, which identify technical readiness 
and privacy-by-design mechanisms as critical enablers of compliance 
[17,28]. While some studies caution that financial or technical invest
ment alone may not guarantee compliance without broader institutional 
capacity [16,29], the present findings suggest that in Tanzania’s 
early-stage regulatory environment, basic technical capability remains a 
central condition for compliance.

Awareness and staff training were also found to be strong and sta
tistically significant predictors of compliance (β = 0.405 and β = 0.400, 
respectively). These findings align with the cultural-cognitive pillar of 
institutional theory, which emphasizes shared understanding, knowl
edge, and meaning systems that shape organizational behaviour [15]. 
Organizations in which staff understand the PDPA requirements and 
their data protection responsibilities are more likely to consistently 
adopt compliant practices. This interpretation is directly supported by 
prior studies referenced in the literature review, which report that 
limited awareness and insufficient training undermine compliance, 
particularly in SMEs and organizations operating in emerging regulatory 
contexts [9,18,23]. The qualitative findings reinforce this interpreta
tion, as respondents frequently reported uncertainty about legal obli
gations, limited training opportunities, and a lack of clarity regarding 
compliance roles.

The positive relationship between internal data protection policies 
and compliance (β = 0.370) reflects the normative pillar of institutional 
theory, which emphasizes organizational norms, rules, and governance 
structures [15]. Formal policies provide a framework for expected 
behaviour and support the standardization of data protection practices 
across organizations. This finding is consistent with the literature, which 
indicates that internal governance arrangements and documented pol
icies contribute to more systematic compliance efforts [16,19]. How
ever, qualitative evidence from this study suggests that the presence of 
policies does not always translate into effective implementation, indi
cating that normative structures may be only partially institutionalized 
in some organizations.

Although management support was statistically significant, it 
exhibited the weakest effect among the readiness dimensions (β =
0.292). Institutional theory suggests that leadership commitment plays a 
vital role in legitimizing organizational responses to regulatory pressure 
[15]. The relatively weaker effect observed here contrasts with findings 
from studies conducted in more mature regulatory environments, where 
executive leadership has been identified as a dominant driver of 
compliance [28,29]. In the Tanzanian context, this may reflect the 
relatively recent enactment of the PDPA, in which management support 
is often formally expressed but has not yet been fully integrated into 

strategic and operational decision-making. This interpretation is sup
ported by qualitative responses highlighting limited senior management 
engagement and weak institutional recognition of data protection roles.

The qualitative findings provide important contextual insight into 
how institutional constraints shape readiness and compliance in prac
tice. Respondents highlighted limited technical infrastructure, lack of 
trained personnel, unclear regulatory guidance, and cost-related chal
lenges as key barriers. These constraints were more frequently reported 
by SMEs and NGOs, supporting existing evidence that smaller organi
zations face disproportionate compliance burdens due to limited re
sources and institutional capacity [9,32]. In contrast, larger 
organizations were more likely to report formal policies, training pro
grammes, and structured compliance initiatives, indicating uneven 
institutionalization of compliance across sectors.

The findings support the central argument of institutional theory that 
compliance is shaped by the interaction of regulative requirements, 
normative structures, and cultural-cognitive understandings, rather 
than by legal mandates alone [14,15]. In Tanzania’s emerging data 
protection regime, compliance appears strongest where technical 
capability, awareness, and training are present, and weakest where 
institutional capacity and support mechanisms remain underdeveloped. 
This highlights the importance of regulatory and policy approaches that 
combine enforcement with capacity building and institutional support 
tailored to the organizational context.

Additionally, the findings support the view that compliance with 
personal data protection legislation is fundamentally an organisational 
process. The strong association between technical resources and 
compliance indicates that, in emerging regulatory contexts, basic 
infrastructural and system capacities may play a more decisive role than 
formal policy provisions alone. This reinforces analytical perspectives 
that conceptualise data protection compliance as a socio-technical 
outcome, dependent on the alignment of organisational structures, 
human capacity, and enabling technologies rather than awareness or 
legislation in isolation.

5.2. Study implications

The findings of this study have several important implications for 
theory, policy, and organizational practice. From a theoretical 
perspective, the study extends the application of institutional theory to 
the emerging field of personal data protection in low- and middle- 
income countries. By empirically linking organizational readiness di
mensions to the regulative, normative, and cultural-cognitive pillars, the 
study demonstrates how institutional pressures are translated into 
compliance behaviour in a newly established regulatory environment. 
This contributes to the literature by moving beyond descriptive accounts 
of data protection legislation to provide evidence on how institutional 
capacity conditions shape organizational responses to regulation.

From a policy and regulatory perspective, the results highlight that 
legal enforcement alone is unlikely to ensure effective compliance with 
the Personal Data Protection Act. The strong influence of technical re
sources, awareness, and staff training suggests that regulators should 
complement enforcement mechanisms with targeted capacity-building 
initiatives. These may include sector-specific guidance, structured 
awareness programmes, and practical compliance tools, particularly for 
SMEs and NGOs that face disproportionate resource constraints. Such 
differentiated regulatory support can help reduce compliance gaps while 
maintaining the integrity of the legal framework.

At the organizational level, the findings underscore the importance 
of viewing data protection compliance as an institutional process rather 
than a purely technical or legal obligation. Organizations seeking to 
improve compliance should prioritize foundational technical safeguards 
alongside sustained investment in staff training and awareness. The 
results also suggest that formal policies and management endorsement, 
while necessary, are insufficient in isolation unless accompanied by 
operational integration and active leadership engagement. Embedding 
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data protection responsibilities within everyday organizational routines 
is, therefore, critical for sustaining compliance over time.

Collectively, these implications emphasize that strengthening per
sonal data protection in Tanzania requires coordinated efforts across 
regulatory institutions, organizational leadership, and professional 
practice. By addressing technical, human, and institutional dimensions 
simultaneously, stakeholders can support more consistent and mean
ingful compliance with the PDPA as the regulatory framework continues 
to mature.

5.3. Limitations of the study

This study has several limitations that should be considered when 
interpreting the findings. First, although the achieved sample size (n =
232) was adequate for the prediction-oriented PLS-SEM analysis, it was 
lower than the initially estimated target sample size. This reduction was 
mainly attributable to non-response and partial survey attrition, which 
are common in organizational surveys, particularly in newly regulated 
environments. While appropriate analytical techniques were applied 
and non-response bias was assessed, the findings should be interpreted 
with this constraint in mind Table 4.

Second, the study relied primarily on self-reported data from desig
nated organizational respondents, which may be subject to social 
desirability or perceptual bias. However, using senior staff and data 
protection officers as key informants, combined with the integration of 
qualitative responses, helped mitigate this risk by providing contextual 
validation of the quantitative results.

Third, the cross-sectional design captures organizational readiness 
and compliance at a single point in time, shortly after the PDPA’s 
enactment. As institutional arrangements and compliance practices 
continue to evolve, longitudinal research would be valuable for exam
ining how organizational readiness and compliance dynamics change as 
the regulatory framework matures.

Finally, while this study focused on key organizational readiness 
dimensions grounded in institutional theory, other factors such as reg
ulatory enforcement practices, sector-specific requirements, and 
external support mechanisms were beyond the scope of the analysis. 
Future studies could extend this work by incorporating these elements to 
further enrich the understanding of data protection compliance in 
emerging regulatory contexts.

Despite these limitations, the study provides robust, timely empirical 
evidence on organizational readiness and compliance with Tanzania’s 
personal data protection legislation, offering a strong foundation for 
future research and policy development.

6. Conclusion

This study examined the readiness and compliance of organizations 
in Tanzania with the country’s PDPA and revealed differentiated ca
pacity gaps across organizational types. While larger organizations 
demonstrate relatively stronger preparedness, particularly in awareness, 
internal policies, and technical controls, SMEs and NGOs face systemic 
constraints, including limited technical infrastructure, insufficient staff 
training, and weak governance support. These findings suggest that a 
uniform compliance approach is unlikely to be effective. Consequently, 
regulators should prioritize sector-specific guidance, simplified 
compliance frameworks for SMEs and NGOs, and targeted capacity- 
building initiatives focused on awareness, policy development, 
training, technical capacity, and leadership support. Large organiza
tions, on the other hand, should strengthen internal accountability 
mechanisms and leadership-driven oversight of compliance to sustain 
and deepen compliance practices. Generally, effective implementation 
of the PDPA will depend on coordinated regulatory support, differenti
ated compliance strategies, and sustained investment in institutional 
capacity to build a culture of responsible data governance across 
Tanzania.
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Table 4 
Thematic categorization of challenges faced by organization.

Codes Subthemes Final Themes

Lack of staff awareness, Employees 
unaware of compliance roles, 
unaware of personal data 
protection legislation 
requirements, Poor understanding 
of legal obligations

Knowledge Gaps Awareness and 
Capacity Building

No regular training, Insufficient 
training, DPO not trained, Lack of 
practical workshops, No training 
for new staff

Training Limitations

Insufficient guidance materials, Lack 
of clear manuals or templates, No 
awareness brochures or policies, 
Missing consent forms

Learning Resources 
Deficit

Confusion about what the law 
requires, Partial understanding 
among staff and leadership, 
Misinterpretation of the law

Interpretation 
Challenges

Lack of Coordination, No 
recognition, No staff assigned to 
data governance

Structural Gaps Governance and 
Institutional 
Support

Management not supportive, 
Leadership uninformed, DPO 
disrespected or undermined, No 
internal champions

Leadership and 
Accountability Issues

DPO works in isolation, Lack of 
collaboration, No defined roles or 
team for data protection

Coordination and 
Role Clarity

No internal compliance monitoring, 
No governance structure for 
privacy, Governance not aligned 
with PDPC

Internal Governance 
Deficiency

High registration fees, Expensive 
training costs, No financial 
support, Lack of budget for 
compliance

Financial Constraints Resource and 
Operational 
Constraints

Outdated IT infrastructure, Insecure 
systems, No encryption, Legacy 
data storage

Technical Limitations

Difficulty tracking consent, No audit 
logs, Inadequate reporting 
processes, Manual data handling

Data Governance 
Challenges

Limited staff capacity, Overworked 
compliance staff, No legal or IT 
experts in-house

Human Resource 
Limitations

No response from PDPC, Helpdesk 
delays, Contradictory guidance, 
long processing times

Regulatory 
Responsiveness Gaps

Policy and 
Regulatory 
Barriers

Complex registration process, Cross- 
border compliance delays, 
Difficult to amend permits

Procedural Burdens

Lack of clear implementation 
guidelines, Unclear scope of 
obligations, Legislation too 
general

Regulatory 
Ambiguity

No stakeholder communication 
strategy, Weak engagement with 
CSOs and SMEs, No local support 
hubs

Institutional 
Communication Gaps
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Appendix A

Sub-theme Theme

Awareness Initiatives Awareness and Capacity Building
Capacity Support
Stakeholder Education
Training Programs
Capacity Support
Institutional Support Governance and Policy Support
Monitoring and Review
Policy and Framework Development
Regulatory Compliance
Stakeholder Engagement
Strategic Alignment
Data Handling Controls Technical and Security Compliance Measures
DPIA Implementation
Infrastructure Readiness
Security Controls
Technical Tools and Systems
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